(b NOVARTIS

Sr Specialist Network Security Engineering
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REQ-10085150

81 06, 2026

India

Available in: English
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#LI1-Hybrid
Location: Hyderabad, India

Network Security Engineering team is a global team working on delivery and deployment of network
security solutions and services following design standards and according to business needs. The
team works with 5+ security vendors and products to deliver security services for Novartis globally.
The candidate will partner with Business and IT Stakeholders for demand analysis, solution
proposal/evaluation and project delivery ensuring the stability and integrity of the delivered solutions.

You will be the Subject Matter Expert for NAC service built on Cisco ISE.

About the Role



Key Responsibilities

* Act as a subject matter expert for Cisco ISE and NAC service

* Manage security equipments and services including NAC, ISE, Firewalls, Proxies, VPN, and
IPS

* Work on new projects and migrations related to network security services

* Collaborate closely with service lines and architecture to deliver PoC, pilots and successful
implementation of new IT solutions

* Ensure services and products are fit for purpose, achieve the desired business value and
impact, and adhere to technology standards, Security and Compliance policies and
procedures

¢ Build/maintain comprehensive documentation as it relates network & Security topology,
equipment, and configuration(s)

* Manage services/products lifecycle ensuring data availability, consistency and integrity

* Execute problem management and identification of root causes as well as sufficient
prevention of recurrences

* Provide Level 4 support for problems identified with systems and network; and act as a
partner for Level 3 and Level 4 Managed Services support technicians

Essential Requirements

¢ Strong understanding and experience with Cisco ISE and NAC services

¢ Strong understanding of network technologies, protocols, and connectivity solutions

* Experience with at least one of the major firewall vendors and/or SASE

¢ Ability to effectively communicate by phone, email or in person with technical and business
teams

* Proven experience in network security engineering roles delivering projects within complex
global environments

* Strong problem-solving and troubleshooting skills

Desirable Requirements
¢ Knowledge of Forescout platform. Experience applying artificial intelligence or advanced
analytics to technology operations
* Knowledge of network automation tools and infrastructure-as-code methodologies.
Commitment to Diversity & Inclusion

We are committed to building an outstanding, inclusive work environment and diverse teams
representative of the patients and communities we serve.

Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with
disabilities. If, because of a medical condition or disability, you need a reasonable accommodation for



any part of the recruitment process, or in order to perform the essential functions of a position, please
send an e-mail to diversityandincl.india@novartis.com and let us know the nature of your request and
your contact information. Please include the job requisition number in your message.

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter

future together? https://www.novartis.com/about/strategy/people-and-culture

Benefits and Rewards: Learn about all the ways we |l help you thrive personally and professionally.
Read our handbook (PDF 30 MB)
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Functional Area
Information Technology

Job Type
Full time


https://www.novartis.com/about/strategy/people-and-culture
https://www.novartis.com/sites/novartis_com/files/novartis-life-handbook.pdf

Employment Type
Regular
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var kPlayer = KalturaPlayer55802022 || KalturaPlayer; var config = { targetid:
"kalturaplayer6a7480be09049353378155", provider: { widgetld: "10m7rm1pm", partnerld:
"2076321", uiConfld: "55802022" }, playback: { autoplay: false, autopause: false, muted: false, loop:
false }, sources: { options: {}, startTime: 0 }, disableUserCache: "true", plugins: {}, sources: { options:
{}, startTime: 0 }, ui: { showCCButton: false, settings: { showQualityMenu: true, showSpeedMenu:
false }, components: { fullscreen: { disableDoubleClick: false } }, uiComponents: [ { presets:
['Playback’, 'Live'], area: 'BottomBarRightControls’, replaceComponent: 'Fullscreen’, get:
kPlayer.ui.components.Remove } ] } }; // Check and add plugins only if they exist if
(kPlayer.plugins["download"]) { config.plugins.download = { disable: true }; } if
(kPlayer.plugins[“transcript"]) { config.plugins["playkit-js-transcript"] = { position: "right", // Default:
bottom;('left’, ‘right’, 'top’, 'bottom’) to enable transcript. expandMode: "over", // Default:
alongside;(‘alongside’, 'hidden’, 'over’) expandOnFirstPlay: false, showTime: true, downloadDisabled:
false, printDisabled: false, disable: true }; } if (kPlayer.plugins[“preventSeek"]) {
config.plugins.preventSeek = { preventSeekForward: false, preventSeek: false }; }
config.plugins.floating = { disable: true }; if (kPlayer.plugins['navigation"]) { config.plugins.navigation =
{ position: "right", expandMode: "over", expandOnFirstPlay: false, visible: false }; } if
(kPlayer.plugins['hotspots”]) { config.plugins['playkit-js-hotspots’] = { disable: true }; } if
(kPlayer.plugins["'moderation"]) { config.plugins['playkit-js-moderation’] = { disable: true }; } if
(kPlayer.plugins[“info"]) { config.plugins['playkit-js-info’] = { disable: true }; } if
(kPlayer.plugins[“share"]) { config.plugins.share = { disable: true }; } config.ui.uiComponents = []; if
(kPlayer.plugins["googleAnalytics"]) { config.plugins.googleTagManager = {};
config.plugins.googleTagManager.customEventsTracking = {};
config.plugins.googleTagManager.containerld = 'GTM-57RJQ5';
config.plugins.googleTagManager.customEventsTracking.custom = [];
config.plugins.googleTagManager.customEventsTracking = { preset: { coreEvents: true, UIEvents:
false, playlistEvents: false, castEvents: false } }; }

/I Ensure the global player registry array always exists, regardless of embed type.
window.kalturaPlayerVideos = window.kalturaPlayerVideos || []; try { var thumbEmbedPromise =
thumbnailEmbed({config, medialnfo: {entryld: "1dgfvmafo"}}); // thumbnailEmbed() returns a
Promise that resolves with the player instance // when the user clicks the thumbnail. Use .then() to
capture the player directly. thumbEmbedPromise .then(function(player) {
window.kalturaPlayerVideos.push(player); // Notify kalturadatalayer.js that a new player is ready so
it can // attach custom event listeners immediately, regardless of when // the user clicked the
thumbnail relative to page load. document.dispatchEvent(new CustomEvent('kalturaPlayerReady’, {
detail: { player: player } })); }) .catch(function(error) { console.error(error); }); } catch (e) {
console.error(e.message) }



Accessibility and accommodation

Novartis is committed to working with and providing reasonable accommodation to individuals with
disabilities. If, because of a medical condition or disability, you need a reasonable accommodation for
any part of the recruitment process, or in order to perform the essential functions of a position, please
send an e-mail to diversityandincl.india@novartis.com and let us know the nature of your request and
your contact information. Please include the job requisition number in your message.
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