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-The Threat Hunting and Response Senior Analyst will be an integral part of the Novartis Cyber
Security Operations Center (CSOC). -The CSOC is an advanced global team passionate about the
active defense against the most sophisticated cyber threats and attacks. -The Threat Hunting and
Response Senior Analyst will leverage a variety of tools and resources to proactively detect,
investigate and mitigate emerging and persistent threats impacting Novartis networks, systems, users
and applications. -This role will involve coordination and communication with technical and
nontechnical teams including security leadership and business stakeholders. -As an experienced
skilled analyst this role will also involve coaching and mentoring of more junior analysts.

About the Role
Major accountabilities:

* Forensics and Incident response



Key performance indicators:

Effectively investigate to identify root cause, including attack vector, exploitation and other
techniques utilized to bypass security controls.

Accurately diagnose impact, damage and mitigation techniques needed to restore business
operations and minimize reoccurrence.

Identify technology and process gaps that affect CSOC services.

Develop solutions and make recommendations for continuous improvement.

Provide oversight and support for monitoring, hunting and incident response activities to
ensure effective operations and mitigation of cyber security threats and risks.

Minimum Requirements:
Work Experience:

Skills:

Strategy Development.

Influencing without authority.

Relationship Management.

Accountability.

Technical knowledge.

Experience working cross-functionally and trans-nationally.
Process management.

Interactions with senior management.

Collaborating across boundaries.

Communication Skills.

Cyber Threat Hunting.

Cyber Threat Intelligence (Cti).

Cyber Threat Management.

Cyber Vulnerabilities.

Cyber-Security Regulation.

Decision Making Skills.

Influencing Skills.

Information Security Risk Management.

Why Novartis? Our purpose is to reimagine medicine to improve and extend people”s
lives and our vision is to become the most valued and trusted medicines company in
the world. How can we achieve this? With our people. It is our associates that drive us
each day to reach our ambitions. Be a part of this mission and join us! Learn more
here: https://www.novartis.com/about/strategy/people-and-culture

You~ll receiveYou can find everything you need to know about our benefits and
rewards in the Novartis Life
Handbook. https://www.novartis.com/careers/benefits-rewards

Commitment to Diversity and Inclusion: Novartis is committed to building an
outstanding, inclusive work environment and diverse teams' representative of the


https://www.novartis.com/about/strategy/people-and-culture
https://www.novartis.com/careers/benefits-rewards

patients and communities we serve.

Join our Novartis Network: If this role is not suitable to your experience or career goals
but you wish to stay connected to hear more about Novartis and our career
opportunities, join the Novartis Network

here: https://talentnetwork.novartis.com/network

Why Novartis: Helping people with disease and their families takes more than innovative science. It
takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter
future together? https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:
https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we ” Il help you thrive personally
and professionally: https://www.novartis.com/careers/benefits-rewards
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Functional Area
Technology Transformation

Job Type
Full time

Employment Type
Regular

Shift Work
No
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