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' Job Description Summary
-Contribute to the development of Network Security architectural standards, and the direction and
design of architecture for a business or technical domain. -Contribute to efforts to elaborate and

communicate the architecture of the given domain and/or develop architectural solutions for projects
and programs.

About the Role
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« Job Description Summary

-Contribute to the development of Network Security architectural standards,
and the direction and design of architecture for a business or technical
domain. -Contribute to efforts to elaborate and communicate the
architecture of the given domain and/or develop architectural solutions for
projects and programs.

Hyderabad / Other Locations (Office)

Job Description

Major accountabilities:

« Oversee Network security architectural activities for a specific
business or technology domain, or architectural practice area, or
manage the development of solution architectures for projects or
programs within a business area.

» Define Network security standards and direction of architecture in the
specific business or technical domain.

« Define and develop the logical architectural design and strategies
necessary to secure the Organizations” network domain

« Utilize architecture patterns to suggest the most adequate utilization of
technical platforms in support of the holistic solution network security
architecture design.

 Define, create and evolve the Architecture Governance Framework (
e.g. architecture methods, practices and standards ) for IT.

« Understand and advocate the principles of business and IT strategies,
Be prepared to sell the Architecture process, its outcome and ongoing
results, and to lead the communication, marketing or educational
activities needed to ensure Enterprise Architecture success and use.



« Assessing the organization's network infrastructure and identifying
potential vulnerabilities or weaknesses.

« Evaluating and selecting security tools, technologies, and products to
enhance network security.

 Collaborating with IT teams to integrate security measures into all
aspects of the network infrastructure.

« Keeping up-to-date with the latest security threats, trends, and best
practices to ensure the network security infrastructure remains
effective.

« Providing guidance and support to other Engineering teams in
iImplementing security measures and resolving security-related issues.

» Regularly reporting on the status of network security measures to
senior management and stakeholders.

« Expertise in various network security products (e.g., NGFW, NAC,
WAF, SDN, SASE, ZTNA, DDOS, Micro-segmentation, Network Data
(LAN/WAN/WIRELESS)

Key performance indicators:

« Completeness, adequacy and correctness of the domain architecture
meeting its functional and non-functional needs and requirements.

- Strategy and landscape alignment.

« Documented architecture pattern(s) in the architecture handbook of
the solution.

« Operational and cost efficiency.
« Key stakeholder trainings.

« ldentify and mitigate potential network security risks.

« Innovative approach to solving network security challenges by thinking



outside the box and exploring alternative solutions, such as ldentity
and Access Management (IAM)

« Ability to analyze network security incident trends and identify root
causes.

Minimum Requirements:

« University working and thinking level, degree in business/technical
area or comparable education/experience

« 15+ years of working experience in Network Security domain;
minimum 5 years in architecture capacity; 5+ years of Network
Security project experience and leading team/s.

« Demonstrated Network security architecture conceptual skills,
solutions delivery, and decision making, incorporating sound security
principles, and emerging technologies to design and implement
enterprise security solutions.

 Prior experience in Network security policy, standards, guidelines, and
patterns definition.

« In depth understanding of the Network security domain including
strong knowledge of:

o Network security domain expertise

> Sound knowledge of Network security products (SASE, Micro-
Segmentation, NGFW, NAC, Lan Security, WAN security,
Defense-in Depth

o Risk identification mindset

- Manage and lead strategic and technical initiatives to address
network security vulnerabilities.

o Experience in reporting to and communicating with senior level
management (with and without IT background), with and without
in-depth risk management background on information risk



topics, and excellent written and verbal communication and
presentation skills; interpersonal and collaborative skills.

> Proven experience to initiate and manage projects that will affect
other divisions, departments, and functions, as well as the
corporate environment.

o Experience working in a multi-vendor, global environment and
leading technical teams

o Self-motivated, delivery focused with keen attention to detail and
good decision-making ability function with/without supervision to
deliver in time and at expected quality.

Other Skills

« People Challenges.

« Geographic Scope.

« Major Change.

« Influencing without authority.

« Visibility.

« Accountability.

 Cross Cultural Experience.

« Ambiguity.

« Functional Breadth.

 Leading large and/or diverse multi-functional teams.
« Collaborating across boundaries.
« Managing resources.

« Creativity and visioning.

« Emerging Technology Monitoring.



« Regulatory Strategy.

« Consulting.

 IT Governance.

 IT Enterprise & Business Architecture.
« IT Solution Architecture.

« IT Technical Strategcy & Planning.

« Performance Management.

« Influencing and persuading.

Why Novartis? Our purpose is to reimagine medicine to improve and extend
people”s lives and our vision is to become the most valued and trusted
medicines company in the world. How can we achieve this? With our
people. It is our associates that drive us each day to reach our ambitions.
Be a part of this mission and join us! Learn more here:
https://www.novartis.com/about/strategy/people-and-culture

You Il receive: You can find everything you need to know about our benefits
and rewards in the Novartis Life Handbook.
https://www.novartis.com/careers/benefits-rewards

Commitment to Diversity and Inclusion: Novartis is committed to building an
outstanding, inclusive work environment and diverse teams' representative
of the patients and communities we serve.

Join our Novartis Network: If this role is not suitable to your experience or
career goals but you wish to stay connected to hear more about Novartis
and our career opportunities, join the Novartis Network here:
https://talentnetwork.novartis.com/network

Why Novartis: Helping people with disease and their families takes more than innovative science. It



takes a community of smart, passionate people like you. Collaborating, supporting and inspiring each
other. Combining to achieve breakthroughs that change patients” lives. Ready to create a brighter
future together? https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:
https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we ” Il help you thrive personally
and professionally: https://www.novartis.com/careers/benefits-rewards
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Company / Legal Entity
IN10 (FCRS = INO10) Novartis Healthcare Private Limited

Alternative Location 1
Barcelona Gran Vi a, Spain

Alternative Location 2
Israel, Israel

Alternative Location 3
Madrid Provincial, Spain

Functional Area
Technology Transformation
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